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MCH100 Setting AP — Simple User Guide for DUKPT Key Loading

Rev. C

Simple User Guide for DUKPT Key Loading

The following steps illustrate how to make the output encryption function work after the user

received a brand new MCH100 from the supplier. MCH100 won’t output the payment card data in
encrypted form until the initial DUKPT key has been loaded. The initial DUKPT key can be loaded in
either clear text or ANSI TR-31 format. However, once the initial DUKPT key is loaded via ANSI
TR-31 format, MCH100 is not allowed to accept clear text format for the DUKPT key loading.

From the viewpoint of product life cycle, MCH100 will go through several phases in relation to key

management. The phase number will be increased automatically according to the conditions on

key loading operation, but doesn’t have to move sequentially one increment at a time.

Phase Key Loading DUKPT Key Security Remark
Key
Phase 0 Empty Initial DUKPT key can Card data can be Phase 0 can be seen
be loaded or reset to encrypted or only in the factory.
empty for MFG testing unencrypted according
purpose. to the existence of
DUKPT key.
Phase 1 factory default* | Initial DUKPT key has No authentication is The initial DUKPT key
not been loaded. required for initial loading needs to be
DUKPT key loading; performed in clear text
Card data is not because the Key
encrypted. Loading Key has not
been updated yet.
Phase 2 factory default* | Initial DUKPT key has No authentication is The initial DUKPT key
been loaded. required for initial updating needs to be
DUKPT key loading; performed in clear text
Card data is because the Key
encrypted™*, Loading Key has not
been updated yet.
Phase 3 updated Initial DUKPT key has No authentication is The initial DUKPT key
(different than not been loaded required for initial loading can be
the factory DUKPT key loading; performed in clear text
default) Card data is not orin ANSI TR-31
encrypted. format.
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Phase 4 updated Initial DUKPT key has No authentication is The initial DUKPT key
(different than been loaded only via required for initial loading can be
the factory clear text format (not via | DUKPT key loading; performed in clear text
default) ANSI TR-31 format). Card data is orin ANSI TR-31

encrypted**. format.

Phase 5 updated Initial DUKPT key has Authentication is The initial DUKPT key
(different than been loaded via ANSI needed for initial loading needs to be
the factory TR-31 format. DUKPT key loading; performed in ANSI
default) Card data is TR-31 format.

encrypted**.

Phase 6 factory default

(Terminated)

updated
(different than
the factory
default)

Key generation reaches

to the end

No more card reading
operation  will be

performed.

The

the end of its lifetime.

reader reached

* Before the Key Loading Key is loaded, the initial DUKPT key loading is not allowed to be
performed in ANSI TR-31 format.
** Only the payment card data that can pass the Luhn check (also known as the mod 10 check) will

be encrypted. For non-payment cards, which are unable to pass Luhn check, the card data won't

be encrypted.
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» Load DUKPT Key in clear text format

The initial DUKPT key can be loaded into MCH100 in clear text format only when no initial DUKPT
key has been loaded via ANSI TR-31 format. Once the initial DUKPT key is loaded via ANSI TR-31
format, MCH100 is not allowed to accept clear text format for the DUKPT key loading operation.

Action
Step 1 1. Open “Set USB Interface” panel.
2. Select device interface: HID Keyboard.
rﬂ MCH100 Setting AP (M10CSX1C) Sl
f Test Monitor T Key Injection T Decrypt
Set Suffix 1 Set SS/ES | SetPreamble/Postamble
(1)_Set USB Interface T Set Configuration T Set Prefix

 Select Device Interface

 HID MSR  Virual COM |4 =

Total On-Line HID Detice: [1]

Select Device 1 .]

-SetDevice Interface
Set Interface &+ HID Keyboard " HID MSR  Virual COM

Interrupt Polling Time 1

Interrupt Packet Size 13 v]

Load File Read from Device Write to Device EXIT
Save File Load Default Load All Default Reset
Filehame | N,"A- Version | bsg
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Step 2 1. Click the “Read from Device” button.
2. If successful, the F/W version will be displayed on the bottom middle of the screen.
rﬂ MCH100 Setting AP (M10CSX1C) [E=REEST)
[ Test Monitor T Key Injection T Decrypt
[ Set Suffix 1 Set SS/ES | SetPreamble/Postamble
Set USB Interface 1 Set Configuration 1 Set Prefix

- Select Device Interface

& HID MSR £ Virual COM |g v;

Total On-Line HID Device:  [1]

Select Device | 1 v;

-SetDevice Interface -

SetInterface &+ HID Keyboard  HID M2R " Virual COM

Interrupt Polling Time 5]

Interrupt Packet Size ig v!

@

Load File Read from Device Write to Device EXIT
Save File Load Default @ Load All Default J Reset
/\
Filename | N/ | version (_MIOF361G__0  Msg |
L
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Step 3 Before the “Initial DUKPT Key” is loaded, the reader won’t encrypt the card data. The user can follow the
following steps to get the card data:
1. Open “Test Monitor” panel.
2. Click mouse button on display area. Let the cursor stays on the screen.
[E 11CH100 Setting AP (M10CSX1C)
[ Set Suffix 1 Set SS/ES | SetPreamble/Postamble
[ Set USB Interface | Set Configuration Il Set Prefix
{1) Test Monitor T Key Injection T Decrypt
| -~
@
Ae
3. Swipe acard and the card data will be shown on the screen.
rﬁ MCH100 Setting AP (M10CSX1C)
[ Set Suffix 1 Set SS/ES | SetPreamble/Postamble
[ Set USB Interface T Set Configuration I Set Prefix
Test Monitor T Key Injection T Decrypt
ST I T T I T T I, 2222222223 22222222
N 2222222222222222222%.333333333333333333333333333333333333333333333333333333333333333333
(3)| |) [33333333333333333333333333333333333333?  Non-payment card
%B6010566620304298*AMH/CMS*000100040000600614717;6010566820304296=0001000400006006147
17 Payment card
\
Clear Start Test Close | u
Load File Read from Device Write to Device EXIT
Save File Load Default Load All Default Reset
Filename | N/A | Version | MIOF361G |  Msg
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Step4  Check phase state:

1. Open “Key Injection” panel.

2. Click “Get Phase State” button.

3. For a brand-new MCH100, clicking “Get Phase State” button will get “Phase 1” message. Skip the
following operation if “Phase 1” message is displayed after clicking “Get Phase State” button.

4. If “Phase 0” shows up, click “R03 Test” button to move forward to “Phase 1”. (Don’t forget to click “Get
Phase State” button to get the updated message.)
(Note: If MCH100 is not running in “Phase 0”, clicking “R03 Test” button will pop up a small screen

Ill

showing “Key Initial Fail” message.)

n MCH100 Setting AP (M10OCSX1C) l‘:'| = HZ_?-]

[ Set Suffix 1 Set SS/ES | SetPreamble/Postamble
[ Set USB Interface | Set Configuration 1 Set Prefix
Test Monitor T Key In'Ee::Iiun T Decrypt
w

Change Key New Key Loading Key (HEX String 32 bytes, 00~FF) Old Key Loading Key (Hex String 32 bytes, 00~FF)
Loading Key ]554E45454F524D5F44454541 554CH421 I

Initial IniKey {(HEX String 16 or 32 bytes, 00~FF) KeySerial (Hex String 20 bytes, 00~FF)
DUKPT Key ]554E45454F52dD5F44454641 H54Ch421 ]55-15433D3E3D311}{}W-DD

2y # TR-31{ ClearTexi @

N Level Statf_\ @ -TR-31
; I Phase 1 i+ Type A 2005
u ) | © TweB2010
GetErase | "° " TypeC 2010
Count ] L

DUKPT Serial Counter PIM Block
DUKPT M Test | | j
Test Courter Encrypt PIN
Stop IMTest | | j
Load File Read from Device Write to Device EXIT
Save File Load Default Load All Default Reset
 Filename | N/A Version | MIOF361G | Mg
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Step 5 Load “Initial DUKPT Key” and “Key Serial Number” in clear text.

1. Click “Get Phase State” button, and you will get “Phase 1”.

2. Click “Clear Text” button.

3. Enter “Initial DUKPT Key” and “Key Serial Number”. (Note: This program will assign fixed values as
“Initial DUKPT Key” and “Key Serial Number” for demo purpose. The user can assign different values for
them.)

4. Click “Initial DUKPT Key” button.

-

n MCH100 Setting AP (M10CSX1C)

DUKPT 1M Test |

[ Set Suffix 1 Set SS/ES | SetPreamble/Postamble
[ Set USB Interface | Set Configuration { Set Prefix
Test Monitor T Key Injection T Decrypt
Change Key Mew Key Loading Key {HEX String 32 bytes, 00™FF) Old Key Loading Key (Hex String 32 bytes, 00~FF)
| Loading Key 3554545454F524D5F44454541 RRACH421 |
4) ————
[Sn
Initial I HEX String 16 or 32 bytes, DO™F| jal (H i i
DUKPT Key|| ||554E49464F524D5F44454641554C5421 [|55434330303031000000 |
3
 TR-X~ ClearTexi @ ©)
1
U ot Phase || LevelState - TR-31
fNl_smte |[  Phase1 ) G
RO3 Test " Type B 2010
Get Erase | MO € TypeC 2010
Count J

DUKPT Sef

Enter “Initial DUKPT Key” and “Key Serial Number”

(Note: This program will assign fixed values as “Initial DUKPT

Test Count
Stop 1M Test J ] Key” and “Key Serial Number” for demo purpose. The user
can assign different values for them.)
Load File Read from Device Write to Device EXIT
Save File Load Default Load All Default Reset
 Filename | NA Version | MIDF3EIG Msg

5. If changing key successfully, “Load Key OK” will show up at the bottom right of the screen.

Copyright © 2014 Uniform Industrial Corp, All Rights Reserved.

|
Load File Read from Device Write to Device EXIT
Save File Load Default Load All Default Reset
Filename N/ | Version | MIOF361G Msm
L ~— —
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6. Click “Get Phase State” button, and you will get “Phase 2”.

n MCH100 Setting AP (M10CSX1C})

[ Set Suffix 1 Set SS/ES | SetPreamble/Postamble
[ Set USB Interface 1 Set Configuration (i Set Prefix
Test Monitor il Key Injection 1 Decrypt

Change Key MNew Key Loading Key (HEX String 32 bytes, 00 FF) Old Key Loading Key (Hex String 32 bytes, D0°FF)
Loading Key i554Ed34£4F524D5F4—14546-11554C5421 |

Initial Inikey (HEX String 16 or 32 bytes, 00 FF) KeySeral (Hex Sting 20 bytes, 00™FF)
DUKPT Key i554EdBdﬁ4F524D5F444546-11554C5-121 i5549433031}30311}mum

= TR-31®& ClearTexi

([ || GetPhase Level State TR-31
N State | Phase 2 fibes AdiD
RO3 Test " Type B 2010
GetErase | M " Type C 2010
Count |
DUKPT Serial Counter PIN Block

DUKPT M Test | | |

Test Counter Encrypt PIN
Stop IMTest | | |
Load File Read from Device Write to Device EXIT
Save File Load Default Load All Default Reset
Filename | MA | Version | M10F361G Msg Load Key Ok
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Step 6

After the Initial DUKPT Key has been loaded, the reader is able to encrypt the card data. The reader will

automatically encrypt the payment card data that can pass the Luhn check (also known as the mod 10

check). For non-payment card, which are unable to pass Luhn check, the card data won’t be encrypted.

Follow the following steps to get the card data:
1. Open “Test Monitor” panel.

2. Click mouse button on display area. Let the cursor stays on the screen.

'ﬁ MCH100 Setting AP (M10CSX1C) [E=N )

[ Set Suffix 1 Set SS/ES | SetPreamble/Postamble
[ Set USB Interface ] Set Configuration Il Set Prefix

@ Test Monitor 1 Key Injection 1 Decrypt

| -~

@
A
3. Swipe a card and the card data will be shown on the screen.

i B __\

[ 1MCH100 Setting AP (M10CSX1C) [
[ Set Suffix 1 Set SS/ES | SetPreamble/Postamble
[ Set USB Interface 1 Set Configuration I Set Prefix

Test Monitor 1 Key Injection | Decrypt
r%111‘1‘1111‘1‘111‘1‘111‘1‘111‘1‘1‘11‘1‘1‘11‘1‘1‘11‘11‘1‘1‘11‘1‘1‘111‘1‘111‘1111‘111111111‘1‘111‘1‘11111‘111‘1‘11‘?'??S‘5*?9'?9??99???999 -
22222222222222272222%,333333333333333333333333333333333333333333333333333333333333333333
33333333333333333333333333333333333333?  Non-payment card
@ (00]

N |E4BFA1610A0FIATEBR10CA025982C4FF46611D1A3G4EC16305E8502698D5D853A5TBC40D4043C1DA
22408846320920A5]
E510C20241A801C848E060D74B6336626B69C01CE2B36F6IC317175BEY974C0DBABDEERESTS59CE
0[]55494330303031000002|54E755672E52C69C]30303030303030303030303030303030(10]
LF35ABB510E4530FA3AATGFS062CB0449D941502B34BF537ABE156A354C12B03]

Payment card
Clear Start Test Close H
Load File Read from Device Write to Device EXIT
Save File Load Default Load All Default Reset
 Filename | N/A | Version | MIOF361G Mg
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Step 7 1. Copy the encrypted output data from “Test Monitor” screen and paste them to corresponding fields on
“Decrypt” panel.
2. Press “Decrypt” button to show the result of decrypted card data.

3. The decrypted data are then shown on the corresponding fields.

In this case, the payment card data are as follows:

|00|
E4BFA1610A0F9A78861DC5025982C4FF46611D1A364EC16305E8502698D5D853A57BC4DD4043C1DA
EDOB14244399FEE77597949A0325903C4CB1630CD3B3F532|
ES10C20241A801C848E060D74B6336626869C01CE2B36F6IC317175BE9974CODBABDEESET559CE
I| [55494330303031000002 | _l 30303030303030303030303030303030|10]|
5F35ABB510E4530FA3AA16F5062CB0449D9A1502B34BF537A68156A354C12B03 |

E P B
[ 11CH100 Setting AP (M10CSX1C) o |
[ Set Suffix 1 Set SS/ES | SetPreamble/Postamble

[ Set USB Interface I Set Configuration i Set Prefix
Test Monitor T Key Injection T Decrypt \
—Decrypt Data
Input DUKPT Counter Input Encrypt Session 1D
|5549433030303 1000002 |54E755672E52C69C |
Input TK1 Encrypted Data (
D

IQMFHBH 1D1A364EC16305E8502698D5D853A57/BC4DD4043C1DA22408846320920A5 >

Input TKZ Encrypted Data
”5(] 1C848E060D74B6336626B69C01CE2B36F69C3171/5BE9974C0DB4BDEEBES/S59CB0 |

Input TK3 Encrypted Data

| y

@ Clear | |

TK1 Decrypted Data
|%BB[]1 0566820304298 AMH/CMS™~000100040000600614717?

TKZ Decrypted Data
|:Bﬂ 10566820304298=000100040000600614717 > (

V)

TK3 Decrypted Data

| J

Load File Read from Device Write to Device EXIT
Save File Load Default Load All Default Reset
Filename | M | Wersion | MI10F361G Msg
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» Load DUKPT Key in TR-31 format

To load the key in TR-31 format, the factory default “Key Loading Key” has to be changed to a new
one (different than the factory default). The following steps illustrate how to load the initial DUKPT
key in ANSI TR-31 format.

Action
Step 1 1. Open “Set USB Interface” panel.
2. Select device interface: HID Keyboard.
[E 1CH100 Setting AP (ML1OCSX1C) S
f Test Monitor T Key Injection T Decrypt
Set Suffix 1 Set SS/ES |  SetPreamble/Postamble
(1) Set USB Interface T Set Configuration T Set Prefix
-Select Device Interface
 HID MSR  Virual COM |4 .-
te: [1]
Select Device 1 v]
-SetDevice Interface
SetInterface & HID Keyboard i HID MSR " Virtual COM
Interrupt Polling Time 11
Interrupt Packet Size 13 v}
Load File Read from Device Write to Device EXIT
Save File Load Default Load All Default Reset
Filename N,EA .\r-’ersion . M-Sg
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Step 2 1. Click the “Read from Device” button.
2. If successful, the F/W version will be displayed on the bottom middle of the screen.
F P N
[B 1CH100 Setting AP (M10CSX1C) e
[ Test Monitor T Key Injection T Decrypt
[ Set Suffix 1 Set SS/ES | SetPreamble/Postamble
Set USB Interface 1 Set Configuration 1 Set Prefix
- Select Device Interface
 HID MSR © Virtual COM [ -]
Total On-Line HID Device:  [1]
Select Device | 1 v;
-SetDevice Interface -
SetInterface &+ HID Keyboard  HID M2R " Virual COM
Interrupt Polling Time l1
Interrupt Packet Size ig ,!
@ -
Load File Read from Device Write to Device EXIT
Save File Load Default @ Load All Default J Reset
/\
Filename | N/ | version (_MIOF361G__0  Msg
L
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Step 3

Before the “Initial DUKPT Key” is loaded, the reader won’t encrypt the card data. The user can follow the

following steps to get the card data:
1. Open “Test Monitor” panel.

2. Click mouse button on display area. Let the cursor stays on the screen.

n MCH100 Setting AP (M10CSX1C)

!

©

[ Set Suffix 1 Set SS/ES |  SetPreamble/Postamble
[ Set USB Interface | Set Configuration Il Set Prefix
@ Test Monitor T Key Injection T Decrypt
| -
@

3. Swipe acard and the card data will be shown on the screen.

n MCH100 Setting AP (M10CSX1C)

[ Set Suffix 1 Set SS/ES | SetPreamble/Postamble
[ Set USB Interface T Set Configuration I Set Prefix
Test Monitor T Key Injection T Decrypt
-
%A1 T T T T T T I T I 11117, 222222222222222222 -
22222222222222222227:333333333333333333333333333333333333333333333333333333333333333333
33333333333333333333333333333333333333?  Non-payment card
%B6010566820304298*AMH/CMSA000100040000600614717:6010566820304298=0001000400006006147
1 Payment card
\
Clear Start Test Close u
Load File Read from Device Write to Device EXIT
Save File Load Default Load All Default Reset
Filename | N/A | Version | MIOF361G |  Msg
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Step 4

Check phase state:

1.
2.
3.

Open “Key Injection” panel.

Click “Get Phase State” button.

For a brand-new MCH100, clicking “Get Phase State” button will get “Phase 1” message. Skip the

following operation if “Phase 1” message is displayed after clicking “Get Phase State” button.

If “Phase 0” shows up, click “R03 Test” button to move forward to “Phase 1”. (Don’t forget to click “Get

Phase State” button to get the updated message.)

(Note: If MCH100 is not running in “Phase 0”, clicking “R03 Test” button will pop up a small screen

showing “Key Initial Fail” message.)

ﬂ MCH100 Setting AP (M10CSX1C)

)

[ Set Suffix 1 Set SS/ES Set Preamble/Postamble
[ Set USB Interface 1 Set Configuration I Set Prefix
Decrypt

Test Monitor il M{%mm_ 1

Change Key | New Key Loading Key {HEX String 32 bytes. 00™FF)

Qld Key Loading Key (Hex String 32 bytes, 00~FF)

Loading Key 3554E45454F524D5FM454€41 554CH41 j

Initial Inikey (HEX, String 16 or 32 bytes. 00~FF)

KeySerial {Hex String 20 bytes. 00™FF)

DUKPT Key 1554E49~464F524D5FM454€41 5E4C5401

15545433D31}3D31 000000

KE # TR-31( ClearText @
z @
( GetPhase ) =ve SEte——  —~ ~TR-31
q Stiate J Phase 1 f* Type A 2005
' " Type B 2010
Get Erase | 'C " Type C 2010
Count J L
DUKPT Serial Counter PIM Block
DUKPT M Test | | j
Test Counter Encrypt PIN
Stop M Test | | j
Load File Read from Device Write to Device EXIT
Save File Load Default Load All Default Reset
' Filename | NIA | Version | MIOF361G | Mag Key Initial...
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Step 5

Replace the factory default “Key Loading Key” with a new one:

In order to enable the Remote Key Update capability, after receiving the reader from the supplier, the user

has to replace the factory default “Key Loading Key” with a new one via a secure computer in a secure

environment, and keep the new “Key Loading Key” in a secure place to protect it from unauthorised access.

The user can follow the following procedure to change the “Key Loading Key”:

1. A fixed key value has been assigned by MCH100 Setting AP as a new key for demo purpose. Do
remember the key value if you change it. Without the correct key (Key Loading Key), the user is unable
to update both Keying Loading Key and initial DUKPT key.

2. Input the factory default Key Loading Key. (Please contact UIC sales to obtain the factory default “Key
Loading Key”.)

3. Click “Change Key Loading Key” button.

4. If successful, “Chang Key OK” message will show up at the bottom right of the screen.

After this step, the user needs the new Key Loading Key to load initial DUKPT key and Key Serial number. The

user also needs the new “Key Loading Key” to change it to another one when needed.

r |
A MCH100 Setting AP (M10CSX1C) [ESR I

[ Set Suffix | Set SS/ES |  SetPreamble/Postamble
[ Set USB Interface | Set Configuration 1 Set Prefix
Test Monitor T Key Injection T Decrypt

(©)

Change Key Mew Key Loading Key (HEX String 32 bytes, D0™FF) Old Key Loading Key (Hex String 32 bytes, D0™FF)
Loading Key ||| New Key Loading Key | Factory default Key Loading Key |
1 2
Initial Inikey {HEX String 16 or 32 bytes, D0™FF) KeySeral (Hex String 20 WEE?DD‘FH
DUKPT Key iBBdEdWFEZdDEFMSdSM Bh4CE421 |5545433D3|}3D31|}DD'E1}D

# TR-31¢ ClearText

Ge‘ Phase LE'\.I'EI State o TR'31
State J Phase 1 @ Type A 2005
RO3 Test " Type B 2010
GetErase | MO  Type C 2010
Count !
DUKFPT Serial Counter PIN Block

DUKPT IMTest | | j

Test Counter Encrypt PIN
Stop IMTest | | j
Load File Read from Device Wite to Device EXIT
Save File Load Default Load All Default Reset

Filename (R | Version | MIOFIE1G | Msg | Change Key Ok
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Step 6 Load “Initial DUKPT Key” and “Key Serial Number”.
1. Click “Get Phase State” button, and you will get “Phase 3”.
2. Enter the Key Loading Key that has been loaded in the reader (i.e. the new Key Loading Key assigned in
the previous step, Step 5, in which the program assigns 554E49464F524D5F44454641554C5421 for it.)
3. Enter “Initial DUKPT Key” and “Key Serial Number”. (Note: This program will assign fixed values as “Initial
DUKPT Key” and “Key Serial Number” for demo purpose. The user can assign different values for them.)

4. Click “Initial DUKPT Key” button.

[ [ MCH100 Setting AP (M10CSX1C) oo e |
[ Set Suffix | Set SS/ES | SetPreamble/Postamble
[ Set USB Interface | Set Configuration 1 Set Prefix
Test Monitor T Key Injection T Decrypt

Change Key Mew Key Loading Key (HEX String 32 bytes, D0™FF) OI@ Loading Key (Hex String 32 bytes, D0~ FF)
Loading Key 355"«54545#52405”4454541 554C5421 | Key Loading Key in the reader |

Initial Inikey {(HEX String 16 or 32 bytes, D0~ FF) Serial (Hex String 20 ESRTFF! .
DUKPT Key| |§554E45454F52405F44454541 B54C5H421 | |55434330303031000000 \ |
® A

® TR-311" ClearTexi

U) Enter the Key Loading Key that has
Level Stat
Wl = bl been loaded in the reader (i.e. the
N State J w
RO3 Tes| new Key Loading Key assigned in
NO.
Geéf:ﬁtse J the previous step, step 5.)

DUKPT 54
DUKPT 1M Test J r—-——-— Enter “Initial DUKPT Key” and “Key Serial Number

Test courl  (NOte: This program will assign fixed values as “Initial DUKPT

Stop 1M Test J ] Key” and “Key Serial Number” for demo purpose. The user

can assign different values for them.) a

Load File Read from Device Wite to Device EXIT
Save File Load Default Load All Default Reset
" Filename | NA | Version | MIOF361G | Msg | Change Key Ok

5. If changing key successfully, “Load Key OK” will show up at the bottom right of the screen.

Load File Read from Device Write to Device EXIT
Save File Load Default Load All Default Reset
Filename | Ma | Version | MIOFIBIG | Ms Load Key Ok
b S —— —
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6. Click “Get Phase State” button, and you will get “Phase 5”.
> R
[ 1MCH100 Setting AP (M10CSX1C) o
[ Set Suffix | Set SS/ES | SetPreamble/Postamble
[ Set USB Interface | Set Configuration 1 Set Prefix
Test Monitor T Key Injection T Decrypt
Change Key Mew Key Loading Key (HEX String 32 bytes, D0™FF) Old Key Loading Key (Hex String 32 bytes, 00™FF)
Loading Key i554E45464F524D5F44454641554C5421 [554E43464F524D5F £4454641554C5421
Initial Inikey {HEX String 16 or 32 bytes, D0™FF) KeySeral (Hex String 20 bytes, 00™FF)
DUKPT Key i554E45464F524D5F44454641554C5421 [55454330303031000000
& TR-31¢ ClearTexi
(f GelPIlase Level State -TR-31
N State | | Phase 5 @ Type A 2005
RO3 Test " Type B 2010
GetErase | MO  Type C 2010
Count |
DUKPT Serial Counter PIMN Block
DUKPT M Test | | |
Test Counter Encrypt PIN
Stop IMTest | | |
Load File Read from Device Wite to Device E'XIT
Save File Load Default Load All Default Reset
Filename | M | Wersion | MIOF3B1G Msg Load Key Ok
A
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Step 7

After the Initial DUKPT Key has been loaded, the reader is able to encrypt the card data. The reader will
automatically encrypt the payment card data that can pass the Luhn check (also known as the mod 10
check). For non-payment card, which are unable to pass Luhn check, the card data won’t be encrypted.
Follow the following steps to get the card data:
1. Open “Test Monitor” panel.
2. Click mouse button on display area. Let the cursor stays on the screen.
'ﬁ MCH100 Setting AP (M10CSX1C) Lol S |
[ Set Suffix 1 Set SS/ES |  SetPreamble/Postamble
[ Set USB Interface 1 Set Configuration Il Set Prefix
@ Test Monitor T Key Injection T Decrypt
| e
@
Ae
3. Swipe a card and the card data will be shown on the screen.
'ﬂ MCH100 Setting AP (M10CSX1C) )
[ Set Suffix 1 Set SS/ES |  SetPreamble/Postamble
[ Set USB Interface 1 Set Configuration I Set Prefix
Test Monitor 1 Key Injection | Decrypt
R B R R R Wi Y
22222222222222272222%,333333333333333333333333333333333333333333333333333333333333333333
33333333333333333333333333333333333333? Non-payment card
)[4 |00
E4BFA1610A0FIATEE61DCA025982C4FF46611D1A364EC16305E8502698D5D853A57BC4DD4043C1DA
22408846320920A5]
E510C20241A801C848E060D74B6336626B69C01CE2B36F6IC317175BEY974C0DBABDEERESTS59CE
0[]55494330303031000002|54E755672E52C69C]30303030303030303030303030303030(10]
\ LF35ABB510E4530FA3AATGFS062CB0449D941502B34BF537ABE156A354C12B03]

Payment card

Clear Start Test Close

Load File Read from Device Write to Device EXIT
Save File Load Default Load All Default Reset
' Filename | NIA | Version | MIOF361G | Mag
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Step 8 1. Copy the encrypted output data from “Test Monitor” screen and paste them to corresponding fields on

“Decrypt” panel.

2. Press “Decrypt” button to show the result of decrypted card data.

3. The decrypted data are then shown on the corresponding fields.

In this case, the payment card data are as follows:

|00|

E4BFA1610A0F9A78861DC5025982C4FF46611D1A364EC16305E8502698D5D853A57BC4DDA043C1DA
EDOB14244399FEE77597949A0325903C4CB1630CD3B3F532)|

0| 155494330303031000002 | BAE7S5672E520698 | 30303030303030303030303030303030| 10|
5F35ABB510E4530FA3AA16F5062CB0449D9A1502B34BF537A68156A354C12B03 |

E P B
MCHL100 Setting AP (M10CSX1C) e
3
[ Set Suffix 1 Set SS/ES | SetPreamble/Postamble
[ Set USB Interface I Set Configuration i Set Prefix
Test Monitor T Key Injection T Decrypt \
— Decrypt Data
Input DUKPT Counter Input Encrypt Session 1D
|5549433030303 1000002 |54E755672E52C69C I

Input TK1 Encrypted Data @)

iQCéFHBH 1D1A364EC16305E8502698D5D853A57/BC4DD4043C1DA22408846320920A5 >
Input TK2 En ed Data

I_um

|5l] 1C848E060D74B6336626B69C01CE2B36F69C3171 EBEBQT#CUDHBDEEBEB?’EEQCBE‘

Input TK3 Encrypted Data

TK1 Decrypted Data

Clear
| N

@

|%BB[]'I 0566820304298 AMH/CMS ™ 00010004000060061471?
TKZ Decrypted Data

{eo)
&

|:Bﬂ1055582[]304298=[][]ﬂ1ﬂﬂﬂ4[]ﬂ[1050051471? >
TK3 Decrypted Data

Load File Read from Device Write to Device EXIT
Save File Load Default Load All Default Reset
Filename | M7 | Wersion | MI10F361G Msg
b
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